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Abstract

Emerging approaches to enforce some form
of protection in (pseudo)anonymous peer
to peer systems propose the use of repu-
tations as a means to establish the relia-
bility of servents and/or resources. How
such reputations can be exchanged, aggre-
gated and used in actually determining the
trust one may wish to put in a servent or
resource is an issue still to be investigated
and for which fuzzy techniques can play
an important role. We present an approach
for managing and exchanging reputations,
based on the use of fuzzy techniques, which
we adopted as part of our P2P-XRep sys-
tem.
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¢ the ability to share content with other peers.

Also, interaction among peers is usually carried out
by preserving some degree of anonymity, e.g., by us-
ing opague identifiers rather than names or IP network
addresses when communicating with each other. In-
ternet users increasingly find in P2P applications a
convenient solution for the anonymous exchange of
resources. The success of these applications has pro-
duced a significant impact in the research community,
which has started to investigate the many open issues
arising in this new environment, like performance, us-
ability and robustness. Improvements along these di-
rections can make the P2P networks an interesting al-
ternative to the traditional Web architecture based on
the client-server paradigm, replacing it for many situ-
ations where users need a simple and efficient solution
to share information.

One interesting research field on P2P architectures is
the investigation on security mechanisms [1, 2, 6]. In
fact, the anonymity of the interaction that character-
izes current P2P networks for file sharing, which it is
one of the main reasons of their huge success, it also
plies that the user has no guarantee on the quality

Peer-to-Peer (P2P) networks are rapidly achieving at" . )

important role in the Internet experience of millions of the resources available on the network. In a tradi-

of users [8]. P2P applications allow users to connecl ) 2 ,
directly to other users’ machines in order to exchangéJf the s_erV|ce§ vou_c'hes for their mtegrlty._ In a net-
files and other resources. While a number of different?/Ork With no identities, it becomes relatively easy

P2P tools have become available in the last couple dP spread malicious content, such as viruses, Trojan

years, there are three common characteristics definin@Orses or spam.

a P2P application: Our previous research [3, 4] has proposed a protocol
(P2P-XRep) that permits to evaluate the reliability of

« the ability to discover other peers without the the shared contents, through a polling on the commu-
need of a centralized index: nity of P2P users, who are asked for their opinion on

the trustworthiness of a resource obtainable by a spe-
cific servent or on the servent itself. The mechanism is

ional Web system (HTTP client/server) the provider

¢ the ability to query other peers;



based on the exchange of reputations of nodes and reaumber of users in the network. The protocol must
sources among the anonymous nodes on the networthen be able to correctly reconstruct the reputation in
the reputation is built on previous users experiencegpresence of malicious attacks.

stored locally on each node in a personal experience-

repository. Based upon all the collected opinions, arl.2 Therole of fuzzy techniques

aggregated reputation value is produced, to synthesize
all the received answers to the poll. While providing a robust protocol for polling, previ-
ous proposals do not fully investigate vote represen-
tation and aggregation problem. The protocol is able
to return to a node a set of votes that are guaranteed
Our reputation system is based on methods that Igp be a reliable representation of the opinions of the
nodes obtain a reliable reputation by aggregatingervents community. Reputations are then defined at
many votes that taken in isolation may be unreliabletwo levels, both requiring the use of fuzzy techniques:
Indeed, the protocol has to pay considerable attentiolocal reputations anahetwork reputations. Network
to the fact that, in an anonymous environment with noreputations are built by collecting and combining lo-
central control, malicious votes and fake identities carcal ones by way of the P2P-XRep protocol [4]; local
be easily generated. reputations in turn derive from a direct experience of a
We consider the different and conflicting requirementsuser.W.Ith the servent or resource m_quwed about. De-
that characterize this environment. termmmg a netwqu reputathn requires 0 proqluce an
effective synthesis of all the information contained in
o _ the votes, because the typical user is not interested in
1. The system has to maintain user anonymity, a3 precise description of all the steps that have been
this is a fundamental aspect of current P2P file«q)1owed by the protocol, but only in a single value
sharing networks. that represents the perception of the user community.

2. Computing reputations must be as transparent a@ way to solve the problem would be the identifi-

possible to the user and user participation mus{:ation of a threshold that would permit to discrimi-
be minimized nate the outcome of the poll in a good or bad repu-

tation. But, such a crisp value is not adequate and
3. The reputation of a resource/servent should rewould characterize in the same way a positive reputa-
flect the experience of previous interactions withtion produced by the collection of only positive votes
the network. by many users and a reputation built with a limited
number of heterogeneous votes that produce a value
4. The reputation must be robust against maliciousmmediately above the threshold; the same reasoning
attacks that might try to attribute a bad reputationcan pe applied to negative reputations. An alternative
to good resources and a good reputation to bado|ytion to produce an aggregated value reflecting the
ones. votes and which looks promising in overcoming the
limitations above is represented by the use of fuzzy
To satisfy the above requirements, a few assumptiontechniques [7]. We also want to emphasize the role
must be made that are essential to the construction ofaf the synthesis in the construction of the reputation,
working system. Our first hypothesis is that the undermore than the role of the single vote, which can be
lying TCP/IP network architecture is trusted and thatconsidered as unreliable. Fuzzy techniques have the
it is not possible to falsify the IP address of a partyimportant role to synthesize a possibly huge number
involved in a TCP/IP connection. We then assumeof votes into a single value.
that malicious users may have considerable resourc
in terms of computational power and bandwidth, bu
they can control a Iimited p_ortion of the globa! net- computing docal reputation from direct experi-
work resources and in particular a small fraction pf ence (Section 2):
the network nodes addresses. Moreover, we consider
the goal of representing correctly only the reputations e expressing votes and controlling votes (Sec-
of nodes and resources that are known by a significant  tion 3);

1.1 Requirementsand basic assumptions

:éoal of this paper is the investigation of solutions for:



e aggregating votes to producenatwork reputa-  servents that depends on how many interactions node
tion (Section 4); y has had and how many times resourchas been
shared. To increase the dynamic nature of reputations,
in our approach a servent answering a poll request
from another peer does not simply return as a vote its
local reputation; instead, it returns the result of its last
interaction. The reason for this is twofold: first, the
] ) use of a crisp boolean value for the vote (rather that
2 Computing alocal reputation a value within a range) appears adequate. Second, it
_ _ , is important to avoid a situation where a servent ac-
When the local reputation derives from a single €X-qires a good reputation and then starts to behave ma-
perience, we may use a crisp boolean value to repryeioysly. This may happen either because the servent
sent the reputation. When a serventiownloads &  5anned from the start to acquire a good reputation in
resource fromy, x can check thatis what it expects  oqer 1 swindle the other peers, or because the ser-

it to be; in this case, the reputation fpandr will be ot o its identity has been attacked and is now under
positive (value 1). Conversely, ifdeserves anegative o control of a malicious party. If every voter were
vote (because either it contains malicious content or it5 return the local reputation, the servent would loose

does not fulfill its description) will maintain a nega- 5 repytation too slowly. By contrast, when the voters
tive reputation foy andr (value 0). As we said above, ,nqver with the most recent experience, the network
different applications may require a finer granularity. i 5pje to react more quickly to possible changes in

When a servent has had many contrasting experienc&ghavior.

with another servens, a fuzzy value can be used to

represent the local reputation @ Our fuzzy rep- 3.2 V\oteverification
utation recapitulates the history of past interactions,

giving a greater weight to recent experience [9].  \pte verification is a fundamental step of the P2P-

Since we desire both to attribute a greater weight to reXRep protocol, that precedes the computation of the
cent experience and to use an efficient evaluation teciletwork reputation. Its goal is to protect the proto-
nique, the reputation is computed by a classical expocol against attacks where malicious nodes inject false
nential average technique. LR{(x) be a the value in VOt€s into the network, in order to modify the protocol
the interval[0, 1] representing the local reputation as-outcome. Vote verification requires to open a direct
signed tox after then— 1-th interaction. After the-th ~ connection (on the underlying TCP/IP network) with

interaction with values, (equal to O if the interaction the voter for a short dialog that permits to verify if the
is negative, and 1 if it is successful), the new reputavoter really issued the vote that has been received. As

tion R (a) assigned to servent/resourcwill be vote verification is done by a direct TCP/IP connec-
tion, the P2P network is bypassed; an attacker who
creates false votes or modifies votes in transit has no
way to attack the direct connection.

e merging local and network reputations (Sec-
tion 5).

synthesis of all the opinions collected by the poll.

R(X) = (1—0a) R (X)+0-Vn.

Coefficienta, a value between 0 and 1, represents theédince in current P2P networks it would be impractical,
level of responsiveness of the reputation to recent exfor performance reasons, to check all the votes, the
perience (the greater the value f the greater the P2P-XRep protocol selects randomly a subset of votes
importance of recent values). Simple as it is, this lo-to verify. The fraction of verified votes is a critical

cal reputation expresses the user’s trust on the node configuration parameter for the protocol and a trade
off has to be considered between bandwidth consump-

3 Voting process tion on one side, that requires to minimize the number
of verifications, and protection against attacks on the
3.1 Expressing votes other, that requires to evaluate a great portion of the

votes. Our extension to P2P-XRep assumes that for
If a serventx asks for a poll on a resourgeand/or each received vote, a random valuginiformly dis-
serventy, x will receive a number of votes from other tributed between 0 and 1) is extracted.t iE greater



that a given threshold the vote is to be controlled to
check its validity, the vote is automatically considered
valid otherwise. Of course, it is important for the ran-
dom function that generatdasto be of good quality,

otherwise an attack could be mounted that carefully

sends false votes in correspondence of positions th&a verification is not received before the timeout ex-
the attacker knows are not checked. The threshold béires the slow start threshold is updated to keep trace
comes the parameter to be configured in order to e<2f the size that was reached before an unrecehz¥d
tablish how many verifications will be carried out by SSThresh = max(2,Cwnd/2), and theCd is set to

the system. The solution that we have implemented-- !N order to adapt to our problem the above solu-

uses a dynamic threshold, which follows two pringi- fi0N, We use a parameter call@tireshold, analogous
ples to CWhd, to represent the current threshold value, and

Delimiter, analogous t&SThresh, to represent the sta-
1. the larger the number of votes the greater thé)le_t_hre'shold thaF has been reach_ed by the previous
threshold. Intuitively, this corresponds to requir- verifications. We |Ilus_t_rate the aIgonth_m upd_a_tmg the
ing a smaller percentage of votes to be Con,[rolleothreshold after a positive and a negative verification.

CWnd+1 if CWhd < SSThresh
CWnd = 1 .
CWnd + oWid otherwise

when the set of votes is large and aims at avoid-

cuted.

2. the threshold should be dynamically changed
and adapted to the context. assuming votes are
checked in sequence, the threshold can be in-
creased (decreased, respectively) if the checks
are successful (not successful, respectively). In-
tuitively, this corresponds to the fact that unsuc-
cessful checks reflect a critical situation which
should be controlled more closely: by lowering
the threshold the system therefore increases th
probability of the remaining votes to be checked.

A successful and widely deployed system working in
a similar way is the mechanism controlling the con-
gestion window in the TCP protocol [5, 10] (the con-
gestion window represents the number of packets of
a single connection that can be in the network at the
same time). This mechanism shows a great similar-
ity with our problem. In the control of congestion
window, the size is dynamically adjusted based on
the receipt of notification packeta@K). For eachACK
received, the congestion windoWwd) is increased
with a constant value up to a particular threshold (to
avoid a sudden burst of traffic on a network unable

the threshold and delimiters are updated as fol-
lows:

Threshold = max Threshold — A, Thresholdpin)
Delimiter = maxDelimiter — Ap, Thresholdmin)
whereA; andAp are two updates: smaller ones
for the delimiter value and bigger ones for the
moving threshold. Possible values, which we

used in our implementation, as; = 0.075 and
A7 =0.1.

Sositive verification After a positive verification the

threshold and delimiters are updated as follows:

Threshold = min(Threshold + AT, Threshol dimax)
Delimiter = min(Delimiter + Ap, Threshol diyax)

wherelp is the same as above, afd is an up-
date which we kept smaller thaly to express
the higher weight of negative verifications. Also,
At is in sharply increase wheiffhreshold <
Delimiter for fast adjustment of the threshold
value. For instance, in our impIementatiAh =
0.05, if Threshold < Delimiter; Af = 0.005 oth-
erwise.

to manage it), after which the growth follows a pro- The Thresholdyin and Thresholdmex values reflect the
portional increase. When the timeout for a receptionmpact of the increasing number of votes and identify

of an ACK expires with no receivedCK, the CWd is

the range of values that are accepted for the threshold,

reduced. The mechanism can be synthetically repregepending on the number of votesreceived. They
sented by the following rulesSGThresh represents the  are dynamically computed by the following rules:

slow-start threshold, separating the slow from the fast
update):

(VI+e)



e Thresholdmex = 1— m we call network reputation as it reflects the opinion
of the network on the servent/resource being inquired

wheree s the basis of the natural logarithm. about. In our solution such network reputation is com-
In this way we have reached the desired behaviofPUt€d as follows.
summed up in the following points: LetV be the set of all votes considered valid for the

poll inquiring about servent/resourgeand letv* and
1. The Threshold reaches the valu&hresholdin ~ V~ be the set of positive (i.e., with value 1) and nega-

after the receipt of several consecutive negativdive (i.e., with value 0) votes iN'. The network repu-
verifications; this is the situation that requires totation R,(x) is then computed as:
monitor more closely the received votes, keep-
ing high the probability of vote verification. The V| V- v V]
Threshold should not increase too quickly after R,(x) =w"- ( > +w- (1— (—) )
having received a single positive verification. V] V]

2. The Threshold reaches the valuhresholdrax wherew™ (w—, respectively) is a weight assigned to

after the receipt of several consecutive positive . . : .
e . T positive (negative, respectively) votes. The weights
verifications; in this situation it is acceptable

to decrease the probability of verification. The can be can be set to different values depending on the

. relative importance one wishes to give to positive and
Threshold should not decrease too quickly after P g P

. . : . i negative votes. For instance, settiwg =w~ = 0.5
having received a single negative verification. . o .
would grant negative and positive votes the same im-

A lvsis of the behavior of the alaorithm sh portance, while the setting” = 0.4,w~ = 0.6, which
n analysis of the behavior of the algorithm s OWS\ve used in our experiments, consider negative votes as

that when the number of votes is large, the percentagg, o important as they represent an observed danger-
of the verified votes is reduced to a relatively small ous behavior

value (e.g., it can reach 2% after 1000 votes); at first

sight, this could appear a low value, but it is important The resulting reputatioR, (x) is a value in the interval

to observe that the absolute quantity of verified voted0.1]; value 1 will be produced by the receipt of only
is significant, enough to draw a conclusion on votePositive votes, and 0 by only negative votes. Inter-
reliability. mediate values depend on the number of positive and

) negative votes received and on the weights assigned
We also observe that when a vote is unsuccessfullyo them

verified, we assume that it is a false vote and we sub-
tract from the number of the votes that had been ex- ) )
pressed that vote multiplied by the inverse of the dif-> Merging of reputations

ference between 1 and the threshold value used for the _ _

random choice. For instance, let us suppose we reLhe synthesis of a network reputation from the set of
ceived the 100-th vote, which is positive; thbresh- votes collected in the network is the first step. Another
old is equal to 0.95; the random value is greater tharRSPect that requires consideration and the adoption of
0.95 and the vote is verified. If the vote is not success{UZzy techniques is the combination of fuzzy values
fully verified, we mark the vote as invalid and remove that is needed in the merge of the local and network
20 positive votes from the total (26 m). The reputation.

goal is to make vote falsification a zero-sum gamewhen a servenk is interested in a resource offered
that statistically neither improves nor decreases thgy another serventandx has no previous experience

outcome of the poll. with y, x will be forced to run a poll ory if it desires
to estimate the risk of a download from it. Whehas
4 Computing the network reputation instead accumulated a sufficient (be it positive or neg-

ative) experience witly, he may decide to forfeit the
Upon reception of the different votes (properly poll and trust the reputation computed locally from the
checked and cleaned up of possible fakes), the polldrace of previous interactions with We also envision
will need to produce an aggregate reputation, whicta third situation, whem has a limited experience with



y, possibly with heterogeneous outcome, and desires[3] F. Cornelli, E. Damiani, S. De Capitani di Vimer-

to verify y's reputation with a poll. Servemtwill then
have available two fuzzy values: its local reputation
R (y) and the network reputatioR,(y). Therefore,

x will need to aggregate the two values. We prefer
this aggregation mechanism to an involvement of the
human user (as already noted, one of our goals is to
minimize the complexity of the user interface).

Many aggregators have been proposed for merging
truth values in fuzzy logic [7]. Here, we adopt a com-
pensative view by using a weighted average of the two
values. Weights are computed according to the num-
ber of interactions and votes on which the reputation
values have been calculated (the intuition is that the rg
greater this number, the greater is the reputation sup-
port) and on the currency of the direct experiences
(compared with the age of all the experiences in the

cati, S. Paraboschi, and P. Samarati. Choosing
reputable servents in a P2P network.Piroc. of

the 11th International World Wide Web Confer-
ence, Honolulu, Hawaii, May 2002.

[4] E. Damiani, S. De Capitani di Vimercati,

S. Paraboschi, P. Samarati, and F. Violante. A
reputation-based approach for choosing reliable
resources in peer-to-peer networks. Hroc. of

the 9th ACM Conference on Computer and Com-
munications Security, Washington, DC, USA,
November 2002.

] V. Jacobson. Congestion avoidance and control.

Computer Communication Review, 18(4):314—
329, August 1988.

personal history). [6] S.D. Kamvar, M.T. Schlosser, and H. Garcia-

6 Conclusion

We presented the application of fuzzy logic tech-

nigues to the management of reputations in an anony-
mous P2P environment. This analysis has demon-
strated the application of several mechanisms and op-

Molina. The eigentrust algorithm for reputation
management in p2p networks. Rroc. of the
12th International World Wide Web Conference,
Budapest, Hungary, May 2003.

[7] G.J. Klir and T.A. Folger. Fuzzy Sets, Uncer-

tainty, and Information. Prentice-Hall, 1988.

erators, each adapted to the needs of the specific situjg] A. Oram, editor. Peer-to-Peer: Harnessing the

ation.
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